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How Blackhat SEO Became Big

INTRODUCTION

Search engine optimization (SEO), a specialized domain once limited to online
marketing experts and promoters, is now being extensively
used by cybercriminals to promote unwanted or
malicious sites. SEO has become so big that the
term “blackhat SEOQ” now usually refers to search-
engine-optimized pages that lead to malicious
sites rather than to the use of blackhat methods

-0 SEO, a specialized to artificially obtain higher search

i domain once limited to result ranking.
online marketing experts
and promoters, is now This research paper will not delve into the
being extensively used technical details of the latest blackhat SEO kits, as CA,
by cybercriminals to Sophos, and SANS have already published well-written
promote unwanted or analyses on these. Rather, this paper explores how
malicious sites. blackhat SEO has evolved over time as well as the

causal events that most probably contributed to the
increase in number and effectiveness of blackhat
SEO techniques.
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http://community.ca.com/blogs/securityadvisor/archive/2010/01/18/black-hat-seo-campaign-using-latest-trend-keywords-demystified.aspx
http://www.sophos.com/sophos/docs/eng/papers/sophos-seo-insights.pdf
http://isc.sans.edu/diary.html?storyid=9085
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SEO technique:

keyword a%u ng,

backlinks and link

farms, and search

engine referrer checks
were maliciously used
Blackhat SEO began
to use Go?fa ot
Trends
Google launched Hot
) ) SEO pages began to
Dedicated sites for be hosted on Non-HTML SEO
social engineering attacks continued to
CaA =R ECT Google launched onsue
Real-Time Search
SeaWorld killer whale
attack
Brittany Murphy's
death ™"
| 9/11 anniversary I ple iPad launch
Jooms
Air France Flight 447 printable coupons
Heath Ledger's death I crash
I Chile earthquake
06/01/2006 2007 2008 2009 2010 05/31/2010
(T notable blackhat SEO attack N /
::urnlmﬂr1 of I';quii'l:: iﬂs(é%qpla dr\!g;rEsonmgﬂnq that use the
eywords "blackha an oisoning”; que i i

mayde on June 18, 2010 P g} query Firimrl‘:lrn.lm.ls development of blackhat SEO kits with automated features

ch as:
. Fetching popular search terms in Google Hot Trends
Keyword stuffing by scraping keywords off actual search results

: Cloakina by serving keyword-stuffed content to search engine crawlers
i

. Backlin n? to link farms or to other blackhat SEO pages
+ Referrer filt
engines

ering, as users must arrive on SEQ pages through search

Note: Clicking each blue or gray text box in the diagram above leads to specific pages in the paper where each topic is discussed in more detail.

Figure 1. Blackhat SEO development time line
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DEDICATED SITES FOR SPECIFIC SOCIAL
ENGINEERING TOPICS WERE LAUNCHED
(OCTOBER 2006)

In 2006, STRATION and NUWAR variants polluted mailboxes, ZLOB variants came
disguised as media codecs, SOHANAD variants arrived via instant messages (IMs), and
Internet Explorer (IE) and Microsoft Office became ripe with vulnerabilities. The huge
number of available propagation vectors enticed cybercriminals to make blackhat SEO a
means to push their malicious creations.

Back then, however, some enterprising cybercriminals created several niche sites to
push malware. One example of such was a “travel policy” site that was specifically
created to install a backdoor onto users’ systems via drive-by downloads. Placing second
in Google, this malicious site proved that with the use of the proper keywords, a simple
search can turn into a series of unfortunate events for unsuspecting users.

4 travelpolicy - Google Search - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help k7

OBk - © - [x] 2] € Osearch SeFavorkes & | (v iz # - LB @ LB

Agdress »{]h'gtg:ll:nplgoogle.CPmIg?ardﬂ?hi=en&l’=&:EGGL(§£’@2CGQ!Q%3AZQQGEB°A:2CGGLG°/u3Aen&g=7t:'§Ebi EGo Lo ™

Google Glvtraveipoloy 1Go 3 B - % Bookmarks~ |2 Popups okay| % Cheds ~ % Autolink ~ > Q Settingsj
gn in &

GO Ogle ltravelpalicy | [ Search | &%

0 The huge number of - Resuit 1-10
2arch for
available propagation wravelpolicy 8’3;"‘% mealnmwm%y B s
Images - 1 rave anagg Tel
VeCto rs ent I Ced Maps The shortcut 1o this page is www.gsa.govitravelpolicy. Last Reviewsd gg‘%‘i"ﬂc"ﬂ@ﬂ i
imi M 6/22/2006. Printer Friendly furmai CO“TACTS Additional Contacts For .. ware that manage your policies,
cybercriminals to make Lewis WA inmilar panes procedures and documents
blackhat SEO a means Mm_, Wi zequel.com
. .. How To Write An Effective Travel Policy Manu:

to pu sh their malicious Do-it-yourself travel pollcy gwde for your business. 44 page ep by step guide
creations. -

REGION 3

REGION 3 TRAVEL POLICY FOR TRAVEL PLANNING AND REIMBURSEMENT. (Operations

Manual - APPENDIX B.1). I v and auth travel exp ted with ...

werw ewh ieee orglreg/3/excom/mestings/present-travelpolicy himl - Similar psges

Travelpolicy Info Page

Subscribe to Travelpolicy by ﬁIIJng out the foll g form. ... To becribe from
Tr policy, gst a p der, or change yuur subscription
lists hes harvard. edu/ ma-\m;r‘hs.‘nh_ travelpullcy Tk - Cached - pages

porp A. PRE-TRAVELPOLICY Policy s ecion Maximumbenefit Excess ...
File Format- PDF Adohe Acmbat View as HTI "“l

Figure 2. Google search for “travel policy” leads to a malicious site

Click to go back to the blackhat SEO
development time line

b ]
9
==
-A
om
2
OE

5 RESEARCH PAPER | HOW BLACKHAT SEO BECAME BIG



http://threatinfo.trendmicro.com/vinfo/virusencyclo/default2.asp?m=q&virus=STRATION&alt=STRATION&Sect=SA
http://threatinfo.trendmicro.com/vinfo/virusencyclo/default2.asp?m=q&virus=NUWAR&alt=NUWAR&Sect=SA
http://threatinfo.trendmicro.com/vinfo/virusencyclo/default2.asp?m=q&virus=ZLOB&alt=ZLOB&Sect=SA
http://threatinfo.trendmicro.com/vinfo/virusencyclo/default2.asp?m=q&virus=SOHANAD&alt=SOHANAD&Sect=SA
http://blog.trendmicro.com/a-travel-policy-nightmare/
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Google Trends is a
useful tool that provides
insights on what people
are searching for.

Click to go back to the blackhat SEO
development time line
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GOOGLE LAUNCHED HOT TRENDS (MAY 2007)

Google, in its official blog, announced
the launch of Hot Trends (now known
as Google Trends), which shares the
“hottest current searches with users in
very close to real-time.” This means that
the search strings in Google Trends are
actual search strings a lot of people are
interested in during a particular hour
or day.

Google Trends is a useful tool that
provides insights on what people are
searching for. More importantly, however,
it also shows how people are using
Google and what events trigger them to
conduct an online search.

Unfortunately, however, cybercriminals can also use these insights to design better

[

The am,ulGO (_)Sle

Blog

at's hot today?

re Enginasr

For more than six years, we have compiled a regular list of popular searches called the Google
Zeitgeist, This has been our way to highlight the sorts of queries people type into the Google
search box every day. More recently, we unveiled 1o show the popularity of
search terms in relafion to each other overtime, and how different cities or regions may care
(or not) about the trends

And today we're introducing a new toy we are calling Hot Trends. It's a new feature of Google
Trends for shasing the the hottest current searhes with you i vary close todeal time. What's
or ollacli@mind as we searoh for informalioh? dihat Gl

social engineering ploys and malicious blackhat SEO campaigns.
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http://googleblog.blogspot.com/2007/05/whats-hot-today.html
http://www.google.com/trends/hottrends
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MALICIOUS USE OF SEO TECHNIQUES SPROUTED
(NOVEMBER 2007)

By this time, a lot of bloggers and Web masters were already aware of how Google
works and how to get high page ranking. Both the Google Analytics Blog and Google
Webmaster Central Blog are more than a year old and offer tips on improving a
page’s ranking.

This shows that though using SEO techniques were no longer new, using them to spread
malware was. The security industry was jolted by the discovery of several dozen domains
that hosted doorway pages stuffed with keywords specifically designed for blackhat SEO
attacks on November 2007.

—

christmas card with girl on pony ! shopping for christmas gift ... 7
christmas card w?th girl on pony ! shopping for christmas gift gifts cards and create a

rintable humorous christmas invitation ...
@ltjxtm_cn/1278_htm)- 49k - Cached - Similar pages - Note this

Ideas For Christmas 7

Christmas decorations are more than xmas Give evenyone on your Christmas list a
home-made gift this year. Eight Christmas Gift Ideas For Those Hard to Shop ...

www.mychristmas4u. cn/ideas-for-christmas - 20k - Cached - Similar pages - Note this

Creative Christmas Gift 7
Shopping for Someone who has Everything? Texas Estate Listed on eBay Could be the

-0 On Noven'_‘be'r 2007, Answer (PRWeb). Give that special someone a Texas sized Christmas gift. ...
: the security industry www mychristmasdu cn/creative-christmas-gift - 25k - Cached - Similar pages - Note this
was jolted by the . : : i : .
discovery of several make money gift certificates business credit cards online ! online ... 7
dozen domains that Disable the gift holiday online shopping bird claw scissors golf gift certificate online math
ar ing gift online . ...
hosted do_orway pages dmjnur.en/1222 htmly 49k - Cached - Similar pages - Note this
stuffed with keywords
specifically designed for Christmas ?
blackhat SEO attacks. Christmas is an annual holiday that originates with Christians in feasts celebrating ...
Pariseau, owner of Simply Unforgettable gift shop in Portsmouth, ...
www_newchristmas.cn/ - 63k - Cached - Similar pages - Note this
Q: Christmas Gift In A Jar (Christmas) 7
Giving yourself some christmas gift in a jar also allows you to be around for footsteps. Be
own to sing their shopping policy. and add sure there is a ...
plonkster.cn/christmas/christmas-gift-in-a-jar - 20 hours ago - Similar pages - MNote this
christmas wine gift basket | gift basket wedding card and gourmet... 7
christmas wine gift basket ! gift basket wedding card and gourmet foed and wine gift baskets
wit shopping card december europe invoice.
rkzxxo0.cn/265 hinMy 47k - Cached - Similar pages - Note this
|
Figure 3. Domains that hosted doorway pages for blackhat SEO attacks
—
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http://analytics.blogspot.com/
http://googlewebmastercentral.blogspot.com/
http://googlewebmastercentral.blogspot.com/
http://blog.trendmicro.com/you-better-watch-out-xmas-web-threats-come-to-town/
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This blackhat SEO campaign, however, did not just stop at keyword stuffing to increase
a malicious page’s ranking. The cybercriminals behind it also spammed malicious links
that led to doorway pages in several online forums and/or bulletin boards in order to
further improve the malicious sites’ ranking by way of backlinks.

Light Board

... facEc-clovertrahilp .html ny times casual .... alana all saints

http fmjv =zy00y dementia ..

CgLwWwWWE BT treTTE Jpl~sap|enfbbsfllght cqi - 195k Maka-Cache - Mga katulad na webpage

BBS & DESTROY
o httpsiftdktiooipgmk, cn/1084, htmi atomic clock catering hltEl,html
i ) sterr s

prints http:#/zjwaznadthdg cn/1202 html eva mendes howard
www. seek-destroy.com/cgr-binfbbs/bbs.cgi - 139k - Naka-Cache - Moa katulad na webpage

HoOE= WAOTDL ) ISTIR

-Q Backlinks are incoming e COMP evmamialittp /gvmecymxsyrz.cn/1326.html onyx
: links to a website or Web htt lmb 34 html smithsonian hitp://nkggkjsztndz.cn/890.html building
: materat=e:

page. www. anupamo, com/bbs/bbs. cgi - 87k - Naka-Cache - Mga katulad na webpage

EE5fE
« ttpiifktjdzwen

Figure 4. Malicious links spammed in forums and/or bulletin boards
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To ensure that the users that arrive on doorway pages do so via Google, blackhat SEO
pages perform a referrer check. In addition, these doorway pages also disallow inurl:
and site: queries, as these advanced Google queries are commonly used by security
researchers to look for malicious or blackhat search-engine-optimized sites.

bad.)s (~/Desktop) - gedit
File Edit View Search Tools Documents Help

Be.Q & ¢ D B ¥

New Open Save Print... Undo Paste Find Replace

[ badjs %

document referrer
document . referrer
document referrer
document referrer
document . referrer
document referrer
document referrer
document . referrer

-G To ensure that the users

that arrive on doorway S LA ey
. reg . google q

pages do so via Google, arr-reg pizden

blackhat SEO pages ﬁgiz

perform referrer checks. upis

upis
piska
piska
piska
piska
piska
piska ' piska ' piska’  piska = upis upis upis param upis arr

You can access the main window through ‘window' : x
<gedit Window object (GeditWindow) at Ox9890eld>

e

@ Python Console

Ln 10, Col 1 NS |‘

Figure 5. Malicious site code that performs referrer checks

The particular blackhat SEO campaign featured here was highly successful and became
the blueprint for future blackhat SEO campaigns and toolkits.

Click to go back to the blackhat SEO
development time line
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http://blog.trendmicro.com/on-malicious-web-sites-from-google-searches/
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BLOGSPOT HOSTED BLACKHAT
SEARCH-ENGINE-OPTIMIZED PAGES
(DECEMBER 2007)

As comprehensive as the November 2007 blackhat SEO attack was, the cybercriminals
behind it made one glaring mistake. They used purchased domains to host the blackhat
SEO pages, which was fine if they were creating a valid site but did not make sense if
all they needed was a doorway page to lure unsuspecting users to their specially crafted
malicious sites.

So, less than a month after the November 2007 massive blackhat SEO campaign,

i 3 3 Blog entries
prime rib roast recipe oy i

December 2007

prime rib roast recipe video:

Nonexistent
video

0O Less than a month after
i the November 2007

massive blackhat SEO kqu’fg’
campaign, dozens of disguised as

entries

blackhat SEO doorway
pages were discovered in
Blogspot.

3 3
donna reed

Sentences with Lt b=fore
keywords used

to poison
search results

dozens of blackhat SEO doorway pages were discovered in Blogspot, a Google-owned
free blog-hosting site.

Figure 6. Blackhat SEO doorway page hosted on Blogspot

Click to go back to the blackhat SEO
development time line
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http://blog.trendmicro.com/abused-blogs-poisoned-searches-and-malicious-codecs/
https://www.blogger.com/start
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COMPROMISED SITES PLAYED HOST TO
BLACKHAT SEO (JANUARY 2008)

After realizing that doorway pages should be free, the cybercriminals, after only about
a month, decided that hosting blackhat SEO pages on compromised sites was the way
to go.

Several blackhat SEO pages, discovered some time in January 2008, were stuffed with
“Heath Ledger”- and “Michelle Williams”-related keywords. This proved to be a lucky
break for cybercriminals, as Heath Ledger’'s untimely demise directed more than the
usual number of curious onlookers to their doorway pages.

Heath ledger. Heath ledger michelle williams picture and heath ledger
roar with heath ledger gay

Supported n thes as cast heath joker ledger provost alberta canada candy with heath ledger 2007 busmess home premier quicken. They ooly work heath ledger
mamied mechelle wiliams and consesvatory meck moscow teacher theory vam casanowa heath ledger advance cash loan pagroll Ensure that you are you baby heath
Redger instast loan payroll and as heath joleer ledger or cummens dodge engne problem) Last option = & heath ledger koaght Snastone wiva rock vegas heath joker
Bedger pec dustrial pe tablet You are geing or beath ledger masmied mickele valbams alberta calgary canada map heath ledger sude sock rekking yem We can get

' H beath bedger pacture, carbom element Sher heating heath: ledger biography scc basketball icket Ianore wse heath ledger brokeback mombas 2007 macugosh
o H eat h Ledq ersu nt I mely qucken - heath ledger wikipedia avesd food somach ukcer, We were heath ledger fim conservatory meck moscow teacher theory waeg heath ledger 10 things § hate
: i i ol you mays resort masra secret For exsanpde heath ledger saked levdmark budder pa, actor heath ledger busy beaves lumber, Disable the beath b dger mamed
d emise d I reCted more department saryland wengployment heath ledger wife boan pagrell Problem solved and heath horse ledger nider deyer neptuse washer or heath ledger pec flintstons
th an th e usua I num b er n rock vegas wa. One shodd add beath ledger photo comselng gnef loss beath ledger a knight tale Betstone rock soundivack vegas viva? Rememibeer that: heath
. layout bedger myspace 2007 dowsdoad qucken heath ledger srachelle willams pictare st poseph hospetal st georga [ will heath knight ledger tale crabs B2nda
Of curious on I 00 ke rs tO 2007 beath ledger michele willaexs - desktop aechetect dowmload I you find out heath ledger nakoed benefactress consesvatory meck moscow named teacher
. thezey van when who heath ledger mickele pictore willams or bome mecrodemabramea tool To got all heath ledger movie & eurs square pllow cases beath ledger
th eir d 00 rway pa g es. mechelle wikams & adoption famdy kazakhstan Flease read & heath ledger mone cliom maryland unessployment heath joker ledger pictare close condlet pe

quarters screeashots Force use candy beath bedger chirch Bree sunagement membershep solware - heath ledger penis benefactress conservatory meck mascow
named teacher theory win when . As thes @ and endb heath ledger coamn carth bve tv web 2007 heath ledges mickele wilbams or church free masagessent software
Fer exseugle heath ledger n the patnot cabne dryer washer wherlpool heath bedger Bl the bank san anteaio o Grves you heath keaght ledger saemng & free grefl
couniekng & heath ledger sews quate gamol and revelver

heath ledger 10 things i hate about vou and heath ledger life livewire livewires real

Ignore use heath ledger wakipedia industnal paned pr heath ledger and mamed monterey bay aquarum scket Ramesmber that heath ledger a knight tale albesta
cansda bousing market beath ledger michele willams n zaq sily stnng. Last opbion is naom watt heath ledger apartment finder f lake worth and heath ledger nakced
6 cbs news nichmond  You should heath ledger photo cam camera earth bve 2007 heath ledger mechelle wiliams dummy dommy fess health tranng weight Work:
wnth heath ledger m the patnot code remeote sanyo televinon & beath ledger shatless 39 boy grandma 5. One can alse beath joker ledger, 22 cal pistol revolwer
heath bedger beography chamber commerce lake worth etc. He shal heath horse Jedger rider bank ibc Jogin onne heath ledger a kraght tale commens desel engne
exporting part used. S festival fim heath mtemational ledger 2 torento vaughs wisce 605 portrayer rogers sally tv heath = ledger pain dopt ado

Figure 7. SEO-keyword-laden page

This incident marked the first time Trend Micro noticed how blackhat SEO pages were
used as doorways to FAKEAV download sites. Before this, blackhat SEO pages only
either led to exploit-ridden sites that installed Trojans/backdoor programs into systems
or to fake codec download sites.
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On the user front, this incident revealed two usual behaviors that the cybercriminals
could use to their advantage. First, it revealed that users often turned to online search
engines to seek out the latest breaking news. This means that users relied on search
engines instead of directly going to established news sites for news, as confirmed by a
Hitwise blog entry in February 2010.

Upstream Websites visited before News and NMedia
Websites (20 of 96628) Clicks
Google 17.32%
Yahoo 7.89%
msn 4.43%
0 The top 3 referrers to Facebook 3579
news and media sites
were found to be Google, Yahoo! Mail 3.30%
Yahoo!, and MSN.
Yahoo! Search 3.23%
Bing 251%
Drudge Report 1.76%
Google News 1.39%
Windows Live Mail 1.35%
_—

Source: http://weblogs.hitwise.com/us-heather-hopkins/News%20and%20Media%?20clickstream.png

Figure 8. Upstream websites users visited before news and media sites

The top 3 referrers to news and media sites were found to be Google, Yahoo!, and
MSN, all of which had online search functions. This shows that users trust online search
engines to lead them to the news they are looking for, which leads us to the second
user behavior that cybercriminals exploit—users trust the results they obtain from online
search engines.

Two different research studies confirmed that users were likely to trust and click the top
results Google returns, regardless of relevance to the information they are looking for.

Click to go back to the blackhat SEO
development time line

9
=—
-A
om
22
0O

12 RESEARCH PAPER | HOW BLACKHAT SEO BECAME BIG



http://weblogs.hitwise.com/us-heather-hopkins/2010/02/facebook_largest_news_reader_1.html
http://weblogs.hitwise.com/us-heather-hopkins/News%20and%20Media%20clickstream.png
http://onlinelibrary.wiley.com/doi/10.1111/j.1083-6101.2007.00351.x/pdf
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O Before April 2009, the

i success of blackhat SEO
campaigns remained
sporadic, as their
launch mostly relied
on scheduled events or
holidays.
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BLACKHAT SEO STARTED TO USE HOT TRENDS
(MARCH 2009)

Before April 2009, the success of blackhat SEO campaigns remained sporadic, as their
launch mostly relied on scheduled events or holidays.

However, come April 2009, Trend Micro came across three distinct blackhat SEO
campaigns, each leveraging an item in Google’s Hot Trends’ top 20 list—Easter, Nikki
Catsouras, and a Twitter worm.

Scale is based on the average worldwide traffic of easter in Apr2009. Learn mare
easte| =—— 100

Search Volume indax A Goagle Trends

6.00

0, 1 | | 1 | | 1 1 | | 1 | | ) } } } } }

Apr 52009 Apr 12 2009 Apr 19 2009 Apr 26 2009
1 T T T T T T

T T T 1 T 1 1 T T 1 T T 1 T T 1 T T 1

News reference volume

Source: Hot Trends, April 2009

Figure 9. Number of Google hits for “easter”

cale is based on the average worldwide trafiic of nikki catsouras in Apr2009. Learn more
nikki catsouras =———— 100
Search Volume indeax Google Trends
15.0
10.0
5.00
0 | | | | | | | | | | | | | | | | | | | | | | | | |
Apr 5 2009 Apr 12 2009 Apr 19 2009 Apr 26 2009
Na data available

Source: Hot Trends, April 2009

Figure 10. Number of Google hits for “nikki catsouras”

_——
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http://blog.trendmicro.com/rotten-eggs-an-easter-malware-campaign/
http://blog.trendmicro.com/unscrupulous-russian-cyber-criminals-attempt-to-capitalize-on-grisly-death/
http://blog.trendmicro.com/unscrupulous-russian-cyber-criminals-attempt-to-capitalize-on-grisly-death/
http://blog.trendmicro.com/search-for-twitter-worm-news-snowballs-to-more-malware/

How Blackhat SEO Became Big

'Scale 15 based on the average worldwide traffic of twitter worm in Apr 2009, Learn maore

twitter worn =—— 100
Search Volume index A Google Trends
-0 The number of
. successful blackhat L
SEO attacks steadily
increased after 10.0
April 2009. This was
mostly due to the use 5.00
of timely keywords,
unwittinquaidedby O v oo
Google’s Hot Trends. I 'A'pr.SYZCIOYQY [ IA‘I)”szO?Bx (R IA‘I)H?EO?Bx [ IA‘?rE?EO?Bx T
News refaeranca valume
0 /\\__/\ 1

Source: Hot Trends, April 2009

Figure 11. Number of Google hits for “twitter worm”

The number of successful blackhat SEO attacks steadily increased after April 2009. This
was mostly due to the use of timely keywords, unwittingly aided by Google’s Hot Trends.

Click to go back to the blackhat SEO
development time line
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GOOGLE LAUNCHED REAL-TIME SEARCH
(DECEMBER 2009)

One of Google’s best-kept secrets is PageRank, a simple idea that shows that the more
sites link to a site makes that site more relevant and allows it to rise in terms of page
ranking. To rank pages, however, Google must first crawl and index a website. This site
should have linked sites in order to get a high page ranking.

While PageRank ensures relevance, however, it fails to cover newly published content
a user may be looking for simply because there are very few sites linking to the
new content.

Then came Twitter and Facebook. Although these are already the top microblogging and
social networking sites, these still pose real threats to Google through the sheer amount
of searchable real-time information their users share.

The plane crash over the Hudson River in January 2009 highlights Twitter’s dominance
in providing information on breaking news. The first Tweet reporting the plane crash
appeared 15 minutes before any news site reported the event. Google’s Hot Trends took
more than an hour to show keywords related to the said crash.

This is exactly the type of instance Google wants to address with the release of Real-
Time Search. By including Twitter, Facebook, blogs, and other user-generated feeds in
search results and by modifying PageRank to become less restrictive, Google aims to
provide fresh content with regard to breaking news or trending topics, in particular.

However, as shown in Figure 1 earlier, the

--© PageRank is a simple number of reported blackhat SEO attacks [ &t i o e saeo stz St
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relevant and allows it i , 9 o e Eanauske 2010 We] N MALICIOUS LINKS
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To be fair though, Google has begun -

filtering search results, tagging blackhat
SEO pages with a “This site may harm
your computer” notice a few months after
Real-Time Search went live.

Figure 12. Trending topics on Real-Time
Search that were used in blackhat
SEO attacks

Click to go back to the blackhat SEO
development time line
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LOOKING INTO THE FUTURE: THE REAL-TIME WEB

Conducting searches is one of the top
activities people do online, allowing it to
become the main traffic driver to sites for
years now. Blackhat SEO is, however,
just one of the means by which
cybercriminals use online searches to drive
traffic to their malicious sites.

As early as last year, social networking has
been posing a threat to conducting online
searches in terms of becoming the fastest-
growing online activity.

In a more recently released Nielsen study, however, social networking has become the
top-ranking online activity, ushering in the era of “the real-time Web.”

The real-time Web is a catchphrase that depicts the Twitter and Facebook phenomenon
that made streams of user information available to others in real-time. These information
streams have been pegged as a next-generation gold mine that can possibly give rise to
the “next Google.”

The type of information users share on the real-time Web is personal and unique. Links
leading to blogs, news articles, pictures, and videos are usually shared on a user’s social
network, which effectively serves as an endorsement of the content created by a friend or
contact, which Facebook’s “Like” function, for instance, further enforces.

Malware such as KOOBFACE variants have effectively been using this “endorsement
model” to infect thousands of systems. Lately, survey spam that trick users into
performing a series of steps designed to make them “Like” the spam page have been
littering Facebook.

In the very near future, we can expect cybercriminals to fully utilize the real-time Web as
a traffic driver to their nefarious sites. This will be very similar to how blackhat SEO is
currently being used to drive traffic to FAKEAV pages.



http://blog.nielsen.com/nielsenwire/wp-content/uploads/2009/03/nielsen_globalfaces_mar09.pdf
http://en-us.nielsen.com/content/dam/nielsen/en_us/documents/pdf/Press%20Releases/2009/March/Nielsen_Social_Networking_Final.pdf
http://blog.nielsen.com/nielsenwire/online_mobile/what-americans-do-online-social-media-and-games-dominate-activity/
http://www.businessweek.com/magazine/content/09_33/b4143046834887.htm
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CONCLUSION

The emergence of blackhat SEO as a preferred method to distribute malware
demonstrates the complex interaction between online services, user behaviors, and
cybercriminals’ opportunistic nature.

This research paper presented how blackhat SEO evolved from its static HTML hit-or-
miss days into using dynamic toolkits. These toolkits enable malicious sites to constantly
get high page ranking.
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In the end, blackhat SEO is just a means by which cybercriminals drive traffic to their
malicious sites. The emergence of the real-time Web may, therefore, give cybercriminals
a new venue to promote their malicious pages.
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